promising, as a technique, to enable tracking of essential information about objects as they pass through supply chains. Information thus tracked can be utilised to efficiently operate the supply chain. Effective management of the supply chain translates to huge competitive advantage for the firms involved. Among several issues that impede seamless integration of RFID tags in a supply chain, one of the problems encountered while reading RFID tags is that of collision, which occurs when multiple tags transmit data to the same receiver slot. Data loss due to collision necessitates re-transmission of lost data. We consider this problem when Framed Slotted ALOHA protocol is used. Using machine learning, we adaptively configure the number of slots per frame to reduce the number of collisions while improving throughput.
Introduction
Over the years, various technologies have been used to simplify and effectively manage the process of identifying objects. Commonly used automatic identification technologies include bar code, optical character recognition, biometric technology (e.g., retinal scan), RFID (Radio Frequency Identification), among others. All of these technologies have their strengths and weaknesses, and appropriate applications as well as domains are chosen to capitalise on their strengths. RFID (Finkenzeller, 2000) generally refers to technologies and systems that use radio waves (wireless) to communicate to uniquely identify objects.
In a majority of applications, RFID tags are used to supplant bar codes. Both RFID tags and bar codes have been in existence for at least six decades. Whereas applications involving bar codes have exploded since the early 1970s, utilisation of RFID tags in a majority of applicable domains has been relatively low due to their physical properties, cost, and associated security/privacy issues. One of the beneficial properties of RFID tags is their ability to be simultaneously read as a group by a reader. While bar codes are read serially, several RFID tags can be simultaneously read as a batch. However, this same property also invariably results in improper reads of these tags due to collisions.
Collision is a common problem in the field of wireless communications. In the RFID tag/reader context, collision occurs due to two main media access issues: reader collision and tag collision. Reader collision occurs when more than one reader is present within one another's reading range, and these readers attempt to read tags simultaneously. Under these conditions, the tags either do not respond at all or exhibit unexpected behaviour. Tag collision occurs when multiple tags respond to a signal sent by the reader by simultaneously transmitting data to the same receiver slot. We consider tag collisions. Over the years, several means have been proposed to alleviate the deleterious effects due to collision. We consider one of the approaches that have been used to address this problem: the Framed Slotted ALOHA protocol. Although the Framed Slotted ALOHA protocol works well when the number of tags in the field of the reader are known to be invariable, its performance degrades appreciably when the number of tags present fluctuates widely over time. Using machine learning, we adaptively configure the number of slots per frame in real-time to reduce the number of collisions and improve throughput in systems with RFID tags. This paper is organised as follows: The next section discusses some of the costs and benefits of RFID tag implementations. The following section provides a brief discussion of a few collision and multi-access protocols. The generic framework used in this paper is presented in the following section. The framework is then illustrated using a small synthetic data set. This is followed by a brief discussion section that concludes the paper with some extensions to this study.
RFID Tag Implementation Benefits and Costs
The creation of ePC (electronic Product Code) coupled with lower tag costs has eased incorporation of RFID throughout the supply chain. EPC is the next generation identifier for goods and containers in retail supply chain. It includes 96 bits of segmented identification data about the manufacturer, the product category and the individual item. Standards are necessary to streamline the process. However, the inherent strengths and weaknesses of each object identification technology still remains. We first discuss the benefits of RFID tag implementation in the next subsection, and then discuss some of the costs associated with RFID implementation in the following subsection.
Benefits
RFID tags can be beneficially used across every stage in a supply chain. They reduce labour and operating costs since automating the process results in a precipitous reduction in the number of manual scans of products as well as other manual operations involved in stock-taking and maintaining stock. RFID tagged objects provide greater supply chain visibility, which in turn allows for adaptability to market shift and customer demand. A tag read can automatically and instantaneously convey demand and inventory information, allowing suppliers to produce and replenish to actual customer demand. Visibility enables immediate identification of exceptions at check points. It also provides the opportunity to replenish the right product to the right place at the right time and to block defective and counterfeit products. Supply chain visibility leads to improved inventory cycle time, reduction in inventory stock-outs, reduction in shipping errors, improved in-store replenishment and forecasting, reduced product loss, and an overall increase in asset utilisation. Providing a visible supply chain also fosters longer term strategic relationship with customers and suppliers.
RFID tag allows for faster reads, thus eliminating lost sales due to out-of-stocks, speeds up store receiving and processing, replenishment, point of sale (POS) and returns processing. Faster reads also lead to faster notification of units needed on the sales floor upon store receipt. It also results in being able to satisfy customer requests immediately by locating products on sales floor and in the backroom. Information in real-time from faster reads of these tags imply fast and accurate inventory audits, as well as increased distribution centre efficiency and accuracy.
Although implementing RFID tags themselves incur both fixed and recurring costs, they result in overall cost reduction in the long run through lower inventory stock levels, inventory handling costs, logistics cost, fewer manual checks, claims and deductions, improved asset utilisation and reduced waste. At the same time, they also increase revenue through reduced shrinkage and out-ofstocks, improved order fill rates and inventory turns and overall enhanced customer support.
RFID tags provide improved security through continuous access control, loss prevention and personnel tracking. They also reduce loss due to shrinkage, theft and diversion prevention at shelf-level as well as anywhere else in the supply chain.
RFID tags alleviate problems associated with product counterfeiting. Counterfeiting associated with currency, passport, among others, can have deleterious effects. Counterfeiting results in loss of sales, and thus profits to manufacturers of high quality products. Counterfeiting also results in degradation of trust in their products. To make things worse, counterfeiting can lead to safety and security hazards in industries such as pharmaceutical, automobile, aircraft, etc. RFID tagged products represent a viable choice to alleviate problems associated with the presence and distribution of counterfeit products.
RFID tags also provide competitive advantage. Use of RFID tags could be a key to increasing competitive advantage, specifically through increasing distribution centre productivity, increasing yield per end user, customer or site, by creating a flexible, adaptive supply chain, by generating cost advantage in logistics, and by reducing impact on prices of recycling legislation for electronics. Once RFID systems are fully deployed at Wal-Mart, for example as per analysis at Sanford C. Bernstein & Co. in 2003, it is expected to benefit from yearly savings of about $8.4 billion with the following distribution: $600 million by avoiding stock-outs; $575 million by avoiding theft, error, and vendor fraud; $300 million through better tracking of a billion pallets and cases; $180 million through reduced inventory; $6.7 billion by reducing labour costs of manually scanning barcodes in the supply chain and in-store.
Hence, the beneficial aspects of RFID tags are numerous, including means to track, locate, and identify a specific object of interest in real-time along a supply chain, ensuring that the object has been handled properly (some perishables, for example, need to be maintained within a certain temperature range) throughout the supply chain, keeping track of delays in the supply chain, inventory management at every stage in the supply chain, reduced cost through automation, theft detection/reduced shrinkage, record keeping/R&D audit trail, improved supply chain visibility, identification of spurious/counterfeit products and overall improved service levels.
Costs
Most of the costs in RFID implementations involve fixed investment costs such as those required to acquire readers, fixed and portable antennae, installation, network infrastructure, data collection software, middleware, integration with existing system, training, and labelling automation equipment. Recurring costs include those for tags, labour and other costs for application of tags on objects (e.g., products, pallets, crates, etc.), support and maintenance, and continual training.
Another cost associated with RFID implementations is associated with handling the enormous amount of data that are generated in these systems. Current ERP solutions are not capable of efficiently handling RFID data. Once acquired, the data must be processed and converted into useful actionable information that can be used for decision-making. The key to solving this is middlewaresoftware that is specially developed to connect one system with another.
Collision and Multi-Access Protocols
Although today's mandates do not include demands for 100% read rates for labels on individual cases, they do expect 100% read rates for pallet labels. This expectation is expected to increase as chip and antenna technology continues to evolve. The read rates are not 100% in most implementations. For example, at Wal-Mart, by the end of February 2005, the case level read rates were as follows: 90% on carts, 95% on conveyors in distribution centres, 98% on trash compactors in the back room of stores, and a mere 66% on fully loaded pallets.
The low read rate in the fully loaded pallet case is most likely due to collision that occurs when multiple tags respond to a signal sent by the reader by transmitting data simultaneously to the same receiver slot. Collision occurs when several tags simultaneously transmit in a broadcast channel. Protocols that address the resolution problem dynamically are called Multiple Access Protocols. These can be categorised as contention protocols and collision-free protocols. Contention protocols resolve a collision after it occurs by executing a collision resolution protocol after each collision. Collision-free protocols, on the other hand, are proactive in that they attempt to ensure that a collision never occurs. Even when a collision occurs, the pessimistic case assumes that all data involved in a collision are lost. The optimistic case assumes data with highest signal strength (e.g., because of proximity to the reader when all data are of same strength or because of differences in sheer intensity of signal strength) is read (capture effect) while the others are discarded.
Several researchers have examined the issue of collision in RFID-tagged systems. The approaches taken in existing literature in this area fall into two broad categories: tree-based algorithms (e.g., Huang and Tran, 2007; Myung and Lee, 2006) and variants of the ALOHA protocol (Chen and Lin, 2006; Khandelwal et al., 2007) . There are also hybrid algorithms that attempt to distil the beneficial aspects of the two (e.g., Shin et al., 2007) . The treebased algorithms operate by sequentially traversing the tree from top to bottom, where each node of the tree has an additional component of a tag's information. The root of the tree is common to all the tags, and each leaf node of the tree represents a specific tag. These algorithms narrow down the tag of interest by successively muting tags that are involved in collisions. Drawbacks of these algorithms include the number of iterations involved before the reader can identify any given tag, the complexities of circuits required in the tag itself to be able to respond to such readers, among others. The ALOHA-type of protocols, on the other hand, let the tags choose when (i.e., time slot) they respond. When collision occurs, the tags involved in the collision participate in further iterations until resolution occurs. The ALOHA-type of protocols clearly take less time to complete, although there is a positive probability for a tag to not be read within a given number of iterations.
ALOHA was developed in the 1970s for a packet radio network at the University of Hawaii. Whenever a station has data, it transmits the data. The sender station finds out whether the transmission was successful or experienced a collision by listening to the broadcast. If there is a collision, the sender retransmits after a random wait period. This protocol involves the simplest of all reader design where the reader just listens. The tags periodically send data packets with random quiet periods. This protocol quickly adapts to varying number of tags. The theoretically proven maximum utilisation with this protocol (assuming Poisson arrival) is 18.4%. Figure 1 provides an illustration of ALOHA, with four tags and a reader. Collision occurs, as illustrated by the dark rectangles at the reader side, when two or more signals are received by the reader during the same (overlapping) time period.
The Slotted ALOHA protocol was an improvement where time is divided into discrete time intervals (slots) and a packet can only be transmitted at the beginning of a slot. It reduced the collision duration. Here, packets either collide completely or do not collide at all, i.e., no partial-collisions like in the pure ALOHA case. This protocol doubles the channel utilisation of pure ALOHA to 36.8%. Figure 1 provides an illustration of the Slotted ALOHA protocol. The Framed Slotted ALOHA protocol incorporated further discretisation of time by grouping medium accesses into frames, with N slots per frame. Within a frame, tags transmit at most once in a randomly selected slot. Thus, signal transmitted per tag can have at most one collision within a given frame. Initially, frames were of uniform size with the same number of slots. This was later extended to incorporate flexibility by letting the reader adaptively expand and contract the number of slots per frame in the next upcoming round. The number of slots per frame is selected as per the number of tags in the field. There is no deterministic way to handle this problem of adaptively varying the number of slots per frame at any given point in time. We address this issue in the next section.
The framed slotted ALOHA has been proposed as a means to alleviate problems associated with collisions when multiple RFID tags are simultaneously present in a reader's field. Almost all of these approaches assume that the reader first transmits its frame size to the tags. The tags then randomly pick a slot and reply in that slot. From the reader's side, in any given slot, it receives (a) no signal, (b) signal from one tag, or (c) signal from more than one tag. The slot under case (a) is considered a loss since no useful information was transmitted during that slot. The slot under case (b) is a successful case since the signal from this tag is received by the reader. Collision occurs in case (c), and the number of tags that replied in this slot is generally unknown.
It is hard to estimate the initial number of tags present in the field of the reader. The frame length depends on the number of tags. Existing papers on RFID collision (as well as ALOHA, in general) assume that the tags choose a uniform distribution to determine the slots in which to reply.
The Framework Used
In the Framed Slotted ALOHA protocol, the number of slots per frame depends mainly on the number of tags in the reader's field. Clearly, in most applications, the number of tags in the reader's field does not remain constant. Therefore, the number of slots per frame needs to be dynamically modified in response to or even proactively based on the number of tags in the reader's field. We use a generic knowledge-based framework to vary the number of slots per frame in real-time. The framework has a learning component that continually learns over time and improves the performance of the system. The framework used here (e.g., Piramuthu, 2005a; Piramuthu, 2005b) contains the following modules: sampler, learner, performance element, knowledge-base and decision-maker. A schematic of this framework is given in Fig. 2 .
Initially, the system starts with a clean knowledgebase which is later populated with "decision rules" or knowledge on what constitutes a good slots/frame number for collision-free data transmission and receiving. The sampler is simulated several times to obtain "training examples" that are used as instances to train the learning module. The learning module itself can contain any learning algorithm that is selected by the user. Some examples include decision trees, genetic algorithms, neurofuzzy algorithms, neural networks, among others. The learning module learns patterns that are associated with collisionfree cases as well as those that are associated with cases where there was data collision.
The learned patterns are stored in the knowledgebase. Periodically, the quality of the knowledge stored in Fig. 2 . The framework. the knowledge-base is evaluated and any deficit in knowledge is rectified by appropriately generated additional training examples that are used to incrementally update the knowledge-base. This process is necessary for the knowledge-base to remain current, which directly translates to the performance of this system. The frequency with which the knowledge-base is evaluated can be varied, depending on the system performance as well as the dynamics in the system of interest. When a new cycle is about to begin, necessary data from this cycle (e.g., number of tags in reader's field, slot length required) are input to the decision-maker module, which uses this along with patterns stored in the knowledge-base to decide on the best choice of slots per frame. We assume all slots to be of the same length. This is not a restricting assumption since the framework is applicable for slot lengths that vary over time. Once this cycle is over, the results from this cycle (input parameter values and whether this cycle was successful without any collision and the number of collisions if unsuccessful) are input to the sampler module. The sampler module in turn generates appropriate training examples and feeds it to the learner module. The learner module then incrementally updates the knowledge-base. Vogt (2002) uses intervals of low and high values for the number of tags and identifies the best number of slots per frame. We consider the dual of the problem where we use a machine learning technique to identify whether a combination of these led to collision or collision-free data transmission.
Illustration of the Framework Used
We illustrate the framework using a small synthetic data set. The framework is applicable for data set with more fields (attributes) as well as data points.
Assume the only attributes of interest are the number of tags, number of slots/frame, and a binary collision (yes/no) attribute. We use SEE5.0 (Rulequest.com) for generating a set of decision rules from this data set. The decision rules generated from this data set using SEE5.0 are as follows: There is really no significance to these specific rules. However, such rules, when generated in a specific realworld context, are stored in the knowledge-base module. Using this knowledge-base, a new example can be categorised as either collision or collision-free.
In order to show the relative performance of the proposed framework, we simulated the process with different number of tags (N = 25, 50, 75 and 100) in the field of the reader. We also used a few different slots/frame for comparison against the proposed knowledge-based framework. Figures 3 and 4 present summaries of results from these simulations.
As can be seen in Fig. 3 , for lower values of N , the cases using higher values of slots/frame as well as the proposed framework perform better. It should be noted that the number of collisions by itself does not show the dynamics of performance of the different scenarios since in the worst case there could be just one big collision, i.e., although the number of collisions measures the relative performance of the different cases, it has some drawbacks. Figure 4 shows the complement of results in Fig. 3 . In  Fig. 4 , the number of reads is plotted against the number of tags in the field of the reader. Ideally, the number of tag reads should be higher for better performance. Here, the performance of the cases increases with the number of slots/frame. The performance of the proposed framework is comparable to the best slots/frame (i.e., 128) case. Clearly, it is important to note that the knowledgebase in the proposed framework evolves over time depending on the need to keep the knowledge-base current and updated as per existing patterns in the system. Hence, an incremental-learning machine learning algorithm would better serve such a framework.
Discussion
Collisions are unavoidable in very dynamic RFID-tagged systems where the number of tags present in the field of the reader varies over time. The tag readers in these systems must be able to adaptively configure themselves to be able to deal with these variations. We utilised a generic knowledge-based framework to automatically choose the number of slots per frame to avoid tag collisions. We illustrated the setup using an example. Although the example used is small, the framework is scalable, and can be just as easily applied to any size of data. In a resourceconstrained environment, the number of slots per frame needs to be kept to a bare minimum while maintaining good performance. We illustrated the framework in this context, and showed that the knowledge-based framework results in performance that is comparable to the best case scenario while requiring minimal additional resources. We are currently working on extending this by taking a closer look at the Framed Slotted ALOHA protocol. Specifically, we are considering varying slot lengths, incorporating capture effect, among others.
